Case Study 1: Riverside Community Healthcare Trust
Organisational Background
Riverside Community Healthcare Trust employs doctors, nurses, therapists and administrative staff across several clinics. Employees use organisation-owned smartphones and tablets to access:
· Patient appointment information
· Work email
· Medical records
· Video consultation software
· Internal communication systems
· Cloud-based documents
Because some employees work in patients’ homes, mobile devices are regularly taken away from healthcare buildings.
The Problem
A community nurse reported that their organisation-owned tablet had been stolen from their car. The tablet contained access to confidential patient information and was connected to the organisation’s email and cloud storage systems.
The IT department was concerned that an unauthorised person might:
· Access confidential patient records
· Read work emails
· Download sensitive documents
· Install unsafe applications
· Copy data to a personal cloud account
· Use the mobile data allowance for personal purposes
The organisation decided to introduce a mobile device management system across all smartphones and tablets.
Remote Management Controls Implemented
Remote wipe
The stolen tablet was remotely wiped by the IT department. This removed locally stored files, saved passwords, emails and organisational applications.
The device was also removed from the organisation’s approved device list so that it could no longer connect to internal systems.
Disabling functionalities
The IT department disabled several device features, including:
· Screenshots while viewing patient information
· Copying and pasting information into personal applications
· Bluetooth file sharing
· USB file transfers
· Use of the camera in restricted clinical areas
These restrictions reduced the likelihood of confidential data being copied or shared.
Restricting mobile devices
Only devices registered with the organisation’s mobile device management system could access work email or patient information.
Devices were required to have:
· A strong password
· Automatic screen locking
· Device encryption
· Up-to-date security software
· Multi-factor authentication
Devices that did not meet these requirements were automatically blocked.
Controlling the app store
The normal app store was disabled on organisation-owned devices. Staff could only install applications from an approved healthcare app catalogue.
Applications such as games, personal cloud storage, social media and unauthorised messaging apps were blocked.
Restricting calling and data use
Staff could only call approved work-related numbers from organisation-owned devices. Premium-rate and international numbers were blocked unless permission was granted.
Mobile data usage was monitored. Employees who exceeded their allowance received a warning, and non-essential data access could be restricted.
Controlling backup and synchronisation
Patient information could only be backed up to the organisation’s encrypted cloud storage system.
Synchronisation with personal services, including personal Google Drive, iCloud and Dropbox accounts, was disabled.
Work data was stored in a protected container that was kept separate from any permitted personal information.
Outcome
The organisation was able to confirm that the stolen tablet had been wiped before anyone accessed the data. No evidence of a patient data breach was found.
The new mobile device management controls improved security, but some staff initially complained that the devices were more restricted. The IT department provided training explaining that the controls were necessary to protect patients and comply with data protection requirements.
Learner Questions
1. Why was remote wipe important in this situation?
2. What could have happened if personal cloud synchronisation had remained enabled?
3. Explain two ways in which disabling device functionalities protected patient information.
4. Why did the organisation create its own approved app catalogue?
5. What disadvantages might these restrictions create for staff?
6. Explain how the organisation could balance security with ease of use.

